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In a cryptosystem (or ) the keys used in
the encryption function and decryption function can be
derived from each other.

ata ncryption tandard
Caesar’s cipher
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In a cryptosystem (or ) there are two
keys:
a , to encrypt data

a , to decrypt data
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In the paper “New Directions in Cryptography’” (Diffie
W., Hellman M.) about public key cryptography was
published

In the paper “An Improved Algorithm for Computing
Logarithms over GF(p) and its Cryptographic Significance”
(Pohlig S., Hellman M.) was published
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A Is a set G together with a binary operation which
satisfies four requirements: closure, associativity, identity
element and inverse element.

A IS a group generated by a single element,
called group generator.
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Alice and Bob choose a group G of order n and a generator

g.

Alice chooses a random a € {0,...,n — 1}and sends
g“ to Bob

Bob chooses a random b € {0,...,n — 1}and sends gb
to Alice

Alice and Bob can calculate the common value gab
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Common paint

(shared in the clear)

Secret colours

Public transport

(assume
that mixture separation
is expensive)

Secret colours

Common secret
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The discrete logarithm of = to the base is the smallest
positive integer such that g [VES

The Diffie-Hellman problem in a cyclic group G with
generator istofind = gab, given = g*and = gb.
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If an eavesdropper can solve the discrete logarithm problem,
then he or she can solve the Diffie-Hellman problem.

In a cyclic group G of order n with generator g, the discrete
logarithm problem of an element to the base can be
solved by using group operations.

So a requirement for the Diffie-Hellman key exchange is that
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Any cyclic group G of order n is isomorphic to Z;t. To
compute the discrete logarithm to the base g is equivalent
to compute the isomorphism A : G — Z.

such that \(g) =1,
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n = ning, niand nz2coprime. Let Hy = {z"?|z € G}and
Hs = {x"'|z € G} be two subgroups of G of order n1and
no. Define the group homomorphisms

i G — Hy,m(x) =2"2, m(x) = 2™

Then 7 : G — Hy x Hy,m(x) = (m1(z), m2(x)) is a group
Isomorphism
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The diagram is commutative

G AN v/
)\1><)\2
H1 X HQ > Z7—7|:1 X ZT_IL—2
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Let G be a cyclic group of order n = ning, niand n2
coprime. Let /{1 and H> be the subgroups of order "1and
n2 . The discrete logarithm of a group element can be
computed as fast as the discrete logarithm of one element in
the subgroup H1and one element in the subgroup Hs.
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This result can be generalized to 1 = pr
i=1

So another requirement for the Diffie-Hellman key exchange
IS that
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Let G be a cyclic group of order n = p", p prime. The
discrete logarithm of an element can be computed as fast

as discrete logarithms in the subgroup of order p.

The last requirement for the Diffie-Hellman key exchange is
that
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’I“Z'—l
Tr; — ZijZ, Cj - {O,,p— I}VC]
=0
(p—1) co(p—1)
Yy Pi = Pi (mod p)
—1
(I)I}Jrl) cj(p—1)

Y, —q P (mod p)
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Let 1, ..., P, be pairwise coprime. Then the system of
congruences

v=c; (modp;) forie{l,...r}

/"l

has a unique solution x (mod p), where p = Hpi
i=1
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A safe prime is a prime of the form , Where p is a prime.

A cyclic group of order n = 2p+1, where n and p are “big

enough” primes, is a suitable group for the Diffie-Hellman
protocol.
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A Fermat number is a number of the form F,, = 22 + 1.

Even if F, is a prime, it is not a safe prime, so the

multiplicative group of integers mod F,is not a satisfactory
group for Diffie-Hellman key exchange.
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3
8=3Y (mod 17) , x = Zcﬂi , ¢; € 40,1}

i=0

82" =1 =3%2  (mod 17) — co = 0

2° c12”
8% =16 =34 (mod 17) = c; =1
162 = 1 = 3%2% (mod 17) — co =0
3
16 = 3%  (mod 17) » c3 =1
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